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Cyber Risk: 

From the Control Room 

to the Board Room Romy Rodriguez-Ravines
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Jose M. Seara, CEO

We Are 
DeNexus
Build the global standard of industrial cyber risk 
quantification for agencies, shareholders, 
investors, boards and risk transfer market“

Funded

2019
Pre-A 

$9m 24
Employees

“With DeRISK, we understand our 
cybersecurity posture and can prioritize 
risk reduction and mitigation actions 
based on actionable financial data”
Ken Young
COO at Apex Clean Energy

“We are impressed with the DeNexus 
team and their approach to assessing 
and prioritizing cyber risk”
John Franzino
CEO at GridSEC
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What is Cyber Risk?
Just another enterprise level risk…

Will you suffer a data breach?

When will the next phishing email arrive?

When will a cyberattack on my organization happen?

?
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1.Gartner - Predicts 2020: Security and Risk Management Programs

2.FORTINET - 2020 State of Operational Technology and Cybersecurity Report

3.Purplesec.- 2021 Ransomware Statistics, Data, & Trends

Cybersecurity stakeholders are vulnerable, insurance firms are exposed and blind 

of CEO’s could be 
personally liable by 

2024

500%
Growth in  

Ransomware in 2020 
targeting ICS/OT

$20 Billion
In estimated costs due to 

Ransomware in 2020

75% 58%
of US organizations 
do not have Cyber 

Risk coverage 

66.9%
Average Loss Ratio in 

2020

96%
Pricing increase year/over/year in Q3 2021

40% increase compared to Q2 2021

The Industrial Enterprise The (re)insurers

1.Insurance Insider February 11, 2021

2.NAIC-s 2020 Cyber Insurance Report

3.Marsh Cyber Insurance Market Overview: Q4 2021

Two Stakeholders. One Challenge
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Quantify, Manage, and Solve Cyber Risk
Unanswered Questions
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What is our risk-reduction ROI on 
cybersecurity investments? (tools + talent 
+ training)

Are we spending our security team’s time 
and resources optimally?

Are we overspending on duplicate 
defenses where your risk just doesn’t 
justify the price?

Industrial 
Enterprise

Insurance /
(Re)insurance

Are we doing a proper risk selection?

Are we allocating the right amount of 
capital to cover future claims/losses?

Are our accumulation assessments and 
catastrophic scenario analysis, 
correct?
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6The Product

Industrial Cyber Risk
Quantifying risk in the financial gamble of investing in cyber defense
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Deterministic

Value

Uncertainty
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Influence diagram of the cybersecurity risk management problem
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Qualitative information is not sufficient for efficient Risk Management
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What is the Point?

▪ Impacted by both internal and external factors

▪ Highly dynamic – Fluid risk drivers

▪ Impacted by human behavior, intentional or not

▪ That could result on systemic risk insurable? ... or even systematic risk 
uninsurable ? under certain circumstances

▪ Poorly understood – Insufficient empirical data

There is no full risk picture without data and science

Quantifying Cyber Risk and Uncertainty with 
Rigorous Analytics Methodologies
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DeRISK
Platform
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Evidence-based cyber risk 
quantification SaaS platform for 
industrial environments and 
(Re)insurers of cyber risk.

Evidence-based Data-driven Self-adaptive Automatic Continuous
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Leveraging The DeNexus Knowledge Center

Likelihood Impact Mitigations

Data Ecosystem Risk Modeling

Inside-out Outside-in Business Models Bayesian Simulation
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Initial 

Access 

Vector (IAV) 

notes 
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Risk Modeling
Source and Technique Only
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Initial 

Access 

Vector (IAV) 

notes 

11

Risk Modeling
Attack Flow with a Financial Outcome Approach
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Threat Vulnerability Impact

Number of Attempts Probability of Success Loss Distribution

Integer between  0 and +inf: 

Poisson Distribution

Value between  0 and 1: 

Beta Distribution

Value between  0 and +inf: Gamma 

Distribution

Value between  0 and 1: Beta Distribution

Hierarchical Models Mean and Two Order Statistics Generalized  Linear Models

Bayesian Inference Bayesian Inference Bayesian Inference

13 individual models
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Risk Modeling
Quantifying Uncertainty

28 individual models 54 + 16 individual models

Response variable

Type of variable

Model class
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in Action
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The Data
There is no full risk picture without empirical data 
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Inside-outBusiness Outside-in

Company
+

Vendors

Assets, 
Controls, ...

…

Leak Credentials, 
Open VPN, 

Mentions in blogs ...
…
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The Likelihood
Simulated  attack flow 
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How much risk do we have?
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• Expected loss

• Most probable loss

• Value at Risk

• Tale risk

• Impact in income

• Impact in reserves 

and balance sheet

Value your Cyber Risk. Risk -> Uncertainty
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How much risk do we have?
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• Expected loss

• Most probable loss

• Value at Risk

• Tale risk

• Impact in income

• Impact in reserves 

and balance sheet

Value your Cyber Risk. Risk -> Uncertainty
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What are our top risks?
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Breakdown risk sources

• Loss exposures

• Risk partitioning 

• Initial Access Vectors 

(IaV) with assigned 

business impact
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What type of loss can we expect?
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Understand your Cyber Risk

• Breakdown by risk by 

sources 

• Assign loss Exposures
Haga clic para 
agregar texto
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What is the benefit of mitigation?
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Manage and Transfer Risk According to Business Impact

• Understand Risk 
Reduction options

• Choose Risk Reduction 
criteria. From fastest risk 
reduction to ROI to 
fastest Payback Period or 
other financial KPIs

• Optimize the use or your 
Cyber Security dollars

• Prepare cyber security 
budgets

• Run sensitivity analysis
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What is the cost/benefit of this project?
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Mitigation - Prioritizing Risk Reduction

Mitigation - Prioritizing ROI

Mitigation - Prioritizing NPV

Mitigation - Prioritizing Payback
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Multisite Decisions
Annual Loss Exposure in 5 sites
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Annual Loss Exposure per site What can we expect?



Confidential & Proprietary. Copyright © by DeNexus, Inc.

Identify Risk Contributors
Aggregated Cyber Risk – 5 sites
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Cyber Risk Mitigation 
Aggregated Cyber Risk – 2 sites
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From the Control Room to the Board Room

1. Risk exposure in  financial 
terms

2. Risk reduction ROI in cyber 
investments

3. Risk volume to be 
transferred

Industrial 
Enterprise

26

Insurance /
(Re)insurance

1. Proper risk selection
2. New Insurance products & 

adequate terms and 
conditions

3. Efficient capital allocation. 
Matching risk with capital
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Data is actionable



Confidential & Proprietary. Copyright © by DeNexus, Inc.

From the Control Room to the Board Room

Cyber Risk Quantification for ICS/OT 

Value Cyber 
Risk

Transfer
Cyber Risk

Mitigate Risk 
Exposure 

Operationalize
ROI-based Actions

Data-driven 
Decisions

With transparent data and models that can be audited 
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Romy Rodriguez Ravines

rr@denexus.io

Thank You
Learn more @ DeNexus.io


